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ABSTRACT
PIN authentication is widely used thanks to its simplicity and usability, but it is known to be susceptible to shoulder surfing. In this
paper, we propose a novel online finger-drawn PIN authentication
technique that lets a user draw a PIN on a touch interface with her
finger. The system provides some resilience to shoulder surfing without increasing authentication delay and complexity by using both
the PIN as well as a behavioral biometric in user verification. Our
approach adopts the Dynamic Time Warping (DTW) algorithm to
compute dissimilarity scores between PIN samples. We evaluate our
system in two shoulder surfing scenarios: 1) PIN attack where the
attacker only knows the victim’s PIN but has no information about
it’s drawing characteristic and 2) Imitation attack where an attacker
has access to a dynamic drawing sequence of a victim’s finger-drawn
PIN in the form of multiple observations. Experimental results with
a data set of 40 users and 2400 imitating samples from two attacks
yield an Equal Error Rate (EER) of 6.7% and 9.9% respectively, indicating the need for further study on this promising authentication
mechanism.
Index Terms— Finger-drawn PIN, behavioral biometric, online
signature, shoulder surfing, mobile authentication
1. INTRODUCTION
A PIN is a secret sequence of digits widely used to authenticate a
user while unlocking a phone as well as in many financial and mobile applications. Typically a user enters her PIN into a system by
pressing or tapping buttons corresponding to the digits in a sequential order. A user is then authenticated only if the sequence of digits
entered matches the one stored in the system during enrollment. That
is, a traditional PIN authentication system only verifies knowledge
of the PIN and utilizes no other user characteristic. As a result, the
system is not capable of distinguishing between a legitimate user
and an adversary with the correct PIN, and, therefore, is vulnerable
to shoulder surfing attack. In addition, studies have shown that PINs
are not hard to guess. They often include repeated digits, sequential
digits, memorable patterns, or birthdays of users [1]. Lastly, entering
PINs on virtual keyboards of devices equipped with touch sensitive
display may leave a smudge that could be used as a cue to recover
the device PIN [2]. However, recent touch sensitive display technology has enabled a user to interact with the system in new ways. In
this paper, we exploit this new interaction mechanism by proposing
a finger-drawn PIN authentication system.
The proposed system works as follows. A user is asked to enter
her PIN by drawing it on a touch sensitive display instead of typing it. Intuitively, the way people draw PINs differs from person to
person. Hence, the system authenticates a user based on what they
know (PIN) as well what they are (the way they draw the PIN). As a
result, by adding this behavioral biometric information derived from

Fig. 1. The proposed finger-drawn PIN authentication system

drawing sequences, we create a security-enhanced finger-drawn PIN
that is reasonably difficult to imitate by an adversary with limited resources. Another advantage of this approach is that it can be built on
top of existing PIN authentication systems thereby allowing service
providers to adopt the scheme by just adding an overlay to the existing infrastructure. In addition, this system does not require users to
learn a new scheme or new type of secrets thereby maintaining the
high adoption rate associated with PINs. The proposed mechanism
could have a potential impact on many legacy systems that use PINs
for authentication.
As shown in Figure 1, the complete system comprises of two
cascaded modules: a PIN content analyzer and a PIN drawing behavior analyzer. A finger-drawn PIN sample is first processed by the
PIN drawing behavior analysis module only if the recognized PIN
number matches the one stored in the system. While multiple approaches to recognize digits from handwritten trace have been proposed [3, 4, 5, 6], its application to user authentication by leveraging
inherent biometric information has not been studied before.
Contribution In this work, we propose and evaluate the verification performance of a finger-drawn 4-digit PIN on mobile devices
under two attack scenarios, namely PIN attack and Imitation attack,
using a dataset collected in a mobile environment over time and an
imposter dataset collected for the two scenarios. To this end, we
first collected genuine samples from 40 users where each user contributed one sample each over six separate sessions with intervals
between sessions ranging from 12 to 96 hours. Then, we collected
imposter samples according to two attack scenarios. The first scenario is where an attacker has a knowledge of the PIN of a victim
but has no information about how the PIN is drawn. The second scenario is where an attacker is provided access to an animation of the
victim’s finger-drawn 4-digit PIN in the form of multiple observations. In each scenario, we collected 30 imposter samples for each
user, resulting in a dataset of 2400 samples in total. All these samples were drawn by a fingertip on touch screens of iOS devices in an
uncontrolled environment.
To evaluate the verification performance of the system, we used
a Dynamic Time Warping (DTW) based algorithm to compute dissimilarities between pairs of finger-drawn PIN samples. Evaluation
results reveal that the system achieves verification performance of
6.7% equal error rate under PIN attack and 9.9% equal error rate

under Imitation attack. These results demonstrate the potential of
finger-drawn 4-digit PINs as another authentication factor in order
to provide stronger security against common attacks as compared to
the traditional PIN authentication system.
The rest of this paper is organized as follows. Section 2 discusses related work. Section 3 presents the design of our system and
process to verify a finger-drawn PIN sample. Section 4 describes the
experiment design we used for collecting a new dataset as well as experimental results and analysis. Section 5 concludes and discusses
future work.

2. RELATED WORK
Numerous approaches have been proposed to cope with the problem
of shoulder surfing in PIN-based authentication systems. One approach is to increasing the noise in what is observed by the shoulder
surfer [7, 8]. Nevertheless, this approach increases PIN entry delay
and complexity of the system as well as its usability. Another approach that is immune to shoulder surfing attack is to eliminate the
need to use fingers for PIN entry by using eye-gaze [9, 10]. The general idea is instead of interacting with keypad or touch screen, user
can utilize an eye tracker to enter the PIN by looking at the proper
symbols on the screen in appropriate order.
Biometric-based authentication that utilizes physiological or behavioral characteristics to distinguish individuals are believed to be
a better solution for user authentication. Such systems make use
of physiological characteristics [11] of a user and are resistant to
shoulder surfing. However their adoption has been limited perhaps
partly due to privacy concerns. Systems using behavioral characteristics are considered less intrusive and are becoming a potential
replacement and are attracting more attention from researchers. Numerous methods which exploit diverse behavioral traits have been
proposed, such as keystroke dynamics [12, 13], mouse movements
[14, 15], online signature [16, 17, 18, 19, 20], multi-touch gestures
[21, 22, 23, 24], etc. Our proposed system verifies users based
on their PINs (what they know) as well as the way they draw the
PINs (what they are), thus combining advantages of both knowledgebased and behavioral biometric-based authentications.
One popular instance of behavioral biometric that alleviates the
threat of shoulder surfing and at the same time is socially and legally
accepted for authenticating an individual is a handwritten signature.
There are two types of signature-based authentication systems: offline and online systems. In an offline system, the signature is just an
image of the user’s signature without additional attributes, whereas,
in an online system, the signature is represented by a sequence of
x-y coordinates along with associated attributes such as time-stamp
and pressure. With the increasing number of touch interface devices,
online signatures have gradually replaced offline signatures for user
authentication. The general method for verifying an online signature
first extracts features from a signature and then comparing against
a stored template. For this purpose, two well-known algorithms including Dynamic Time Warping (DTW) and Hidden Markov Models
(HMM) have been widely used [16, 17, 25, 26, 27]. Finger-drawn
PIN shares similarity with an online handwritten signature since the
format of the data captured in both cases is the same, thus, we can
adopt a DTW and HMM approach for our system. However, an
HMM usually requires a large amount of data to train an accurate
model, which is not always readily available. In our system, for usability, we do not require a user to provide a large number of training
samples in enrollment phase. Therefore, we choose DTW as our verification algorithm where a small number of samples (3 to 5) taken

during enrollment are adequate for use as templates during verification.
3. FINGER-DRAWN PIN VERIFICATION
Similar to any other biometric authentication systems, finger-drawn
PIN authentication comprises of two phases: enrollment and verification. In the enrollment phase, the system captures a few fingerdrawn samples from a user and stores them as a training set for that
user. In the verification phase, a user requesting access to the system enters her PIN. The system then verifies the entered PIN as follows. First, it computes the average of pairwise distances between
this sample and the samples in training set. Second, it computes the
average of pairwise distances between samples in the stored training set in order to estimate within-user variation. These two average
distances are then used to compute a dissimilarity score in order to
decide whether to grant a requested access or not.
3.1. Pairwise distance between finger-drawn PIN samples
A finger-drawn PIN sample consists of a series of x-y coordinates
and time-stamps. This series is divided into strokes where each
stroke is defined as a sequence of consecutive points beginning from
a touch-down event to the next touch-up event. A preprocessing step
for each finger-drawn PIN sample normalizes its sampling rate. To
this end, linear interpolation is used to derive a resampled signal
with a uniform rate. Then the system performs stroke concatenation
by translating the origin of the latter stroke to the end of the former
stroke in order to derive a stroke translation invariant signal. More
details of such preprocessing techniques can be seen in [23].
Once the preprocessing step is performed, the PIN is represented
by a sequence of uniform sampled points. Then a pairwise distance between finger-drawn PIN samples is computed using Dynamic Time Warping algorithm as follows. Let P and Q be the
representations of two processed finger-drawn PINs with lengths N1
and N2 ,
P
P
P = {s̄P
1 , s̄2 , ..., s̄N1 },
and
Q
Q
Q = {s̄Q
1 , s̄2 , ..., s̄N2 },
Q
where each is a time series of touchpoints s̄P
i and s̄j and each touch∗
point is represented by x and y coordinates: s̄i = (x∗i , yi∗ ). To
compute a DTW distance between these two time series, the DTW
algorithm constructs a N1 × N2 distance matrix DT W where each
element dtw(i, j) is computed as,


dtw(i − 1, j)
Q
dtw(i, j) = d(s̄P
dtw(i, j − 1)
i , s̄j ) + min

dtw(i − 1, j − 1)
Q
where d(s̄P
i , s̄j ) is defined as Euclidean distance between two
points on the plane.
q
Q
Q
P 2
P 2
d(s̄P
(xQ
i , s̄j ) =
j − xi ) + (yj − yi )

The warping distance W (P, Q) between two time series is defined
as dtw(N1 , N2 ) which is the minimum cumulative distance derived
from the warping path that best match these two sequences. This
warping distance is then normalized with the minimum length between these two sequences. Finally, the pairwise distance between
the two samples is defined as,
D(P, Q) =

W (P, Q)
min(N1 , N2 )

3.2. Dissimilarity score between a set of training samples and a
finger-drawn PIN sample
Let {T1 , T2 , ..., Tn } be the stored templates of a user. To verify a test
sample S, we compute all pairwise distances between the test sample
S and the training samples Ti , in order to quantify the difference
between the test sample and the training samples. In addition, we
compute all pairwise distances between the training samples Ti and
use their sum as denominator to compensate for within-user variation
difference. That is, the dissimilarity score between a set of training
samples Ti and a finger-drawn PIN sample S is defined as,
n
P

D(Ti , S)
i=1
D̄(S|Ti ) = P
n P
n
D(Ti , Tj )
i=1 j=1

If this score is smaller than a threshold, verification succeeds,
otherwise, it fails.
3.3. Evaluation metric
In this work, as per normal practice, verification performance of the
system is evaluated using Equal Error Rate (EER), or the rate at
which False Acceptance Rate (FAR) and False Rejection Rate (FRR)
are equal. In addition, the ROC curve, which is a trade off curve between True Positive Rate (TPR) and False Positive Rate (FPR) is
used as another evaluation metric to demonstrate the performance
of the system under different attack scenarios at different operating
points.
4. EXPERIMENTS
In this section, we present the experiments that were performed to
evaluate the performance and effectiveness of the proposed system
on a dataset comprising of finger-drawn 4-digit PINs collected from
users with iOS devices in an uncontrolled environment.

the screen, she received visual feedback to see what she drawn. She
could clear out and redraw until she satisfied with her drawing. Once
she clicked to save her PIN, the data consisting of a series of x-y coordinates and times-stamps were sent to our server. In total, we have
40 users and 240 genuine samples.
We considered and collected imposter samples from two attack
scenarios.
1. PIN Attack: In this scenario, an attacker knows a user’s PIN
probably by observations or from insiders, but does not know
how a user draws the PIN. Attackers in this experiment were
presented the PINs before drawing them in their own way.
Each attacker provided 6 samples for each PIN and, for each
genuine user, we collected 30 PIN attack samples from 5 attackers. In total, we collected 1200 PIN attack samples.
2. Imitation Attack: This scenario reflects the situation where
an attacker observes how a target victim user draws the PIN
several times and then tries to imitate this user. In this attack
mode, an attacker was presented with an animation of an exact reproduction on how the PIN was drawn by a victim. The
attacker then had 15-20 seconds to learn from this animation.
Each attacker then provided 6 samples imitating the observed
finger-drawn PIN of a particular user. Similar to the PIN attack, each user had 30 attack samples from 5 attackers, and in
total, we have 1200 imitating samples.
4.2. Evaluation results
Verification performance of the proposed system was evaluated under the two attack scenarios. First, we examined the impact of training size on verification performance. To this end, we use the first
n samples from enrollment phase as a training set for each genuine
user. The rest of the samples from the same user are used as positive test samples. The negative samples of those users were collected
under two attack scenarios as described in the previous subsection.
Note that the training sample in this experiment was chosen in a
timely manner in order to preserve causality in real-world applications. The performance in terms of EER for each attack scenario
with training set size ranging from 3 to 5 is reported in Table 1.

4.1. Data acquisition
Genuine samples of finger-drawn PIN were collected during the online signature research project described in [23]. The participants in
this project were recruited from a departmental mailing list where
each volunteer was offered a $10 gift card to participate in six sessions over the course of approximately seven days. The minimum
time interval between each session varied from 12 to 96 hours. The
interval between the first and the second session, between the second and the third session, and between the third and the forth session were set at 12 hours. The interval between the fourth and the
fifth session and between the fifth and the sixth session were set at
96 hours and 24 hours, respectively. These intervals were chosen
to capture variations in times of the days when user performed the
experiment. In each session, a user draws a PIN (assigned when she
created account) once at the end of the session. At the end of the
experiment, each user provided 6 finger-drawn 4-digit PIN samples.
A user entered a PIN by visiting the project website written in
PHP and on a HTML5 platform. Thus a user could draw the PIN
anytime (after waiting interval had passed) and anywhere without supervision. As a result, we were able to capture intra-user variations
caused by numerous contextual factors, for example, device orientation and environmental conditions. When the user was drawing on

Table 1. The performance (EER) when the training samples are
drawn from first n enrolled samples
Attack
PIN Attack
Imitation Attack

n=3
24.96
30.79

EER(%) at
n=4 n=5
17.17 12.5
21.25 12.83

The results show that the verification performance of the system improves when a larger number of samples are used for training. This is not surprising since, with a larger training size, the system could potentially learn more about variation boundary of users
finger-drawn PINs thereby resulting in higher performance. In addition, the results also reveal that the verification performance of the
system under imitation attack is worse than that of the system under PIN attack. This result indicates that if an attacker gains more
knowledge about a user’s finger-drawn PIN, she could potentially
use that knowledge to increase her chance of success.
Next, we performed a cross-validation test when any five samples are used as a training set in order to arrive at a better estimation

Fig. 3. The distribution of drawing time for finger-drawn PINs
Fig. 2. ROC curves of 2 attacks in cross-validation test

Table 2. The verification performance (EER) when using 5 training
samples in cross-validation test
PIN Attack Imitation Attack
EER (%)
6.70
9.89

of the verification performance. That is, performance evaluated on
too few number of samples could be inaccurate. In particular, when
only 6 genuine samples are available for each user, the evaluation
result of the system that uses the first 5 samples for training is evaluated from only 40 positive samples. In other words, each positive
sample would account for 2.5% FRR if it is rejected. Consequently,
rejected genuine samples could make a huge impact on reported verification performance.
In cross-validation test, each and every genuine sample is used
as a positive test sample exactly once. When a sample is used as a
positive test sample, the other five remaining samples are used for
training. By this strategy, we now have 40 × 6 = 240 positive
samples to evaluate the performance of each attack model. Note
that the number of negative samples is also multiplied by 6 as each
negative samples is verified against six different training sets. The
result is reported in Table 2. In addition, ROC curve representing
verification performance of the system with 5 training samples using
cross-validation is illustrated in Figure 2. The performance is noticeably better in both attack models. In particular, EER decreases from
12.5% to 6.7% and from 12.83% to 9.89% in PIN attack and Imitation attack, respectively. This is encouraging since compare with
traditional PIN authentication system where only the knowledge of
PIN is used to ensure the identity of a user and once attacker knows
the PIN, the attack success rate is 100%. However, this result needs
to be verified on a larger dataset in order to confirm that the improvement is from using a larger set of positive test samples for evaluation
and not from training bias caused by cross-validation strategy itself.
4.3. Verification time
In our dataset, as shown in Figure 3, 90% of PINs were drawn in
less than 6 seconds whereas average drawing time for a PIN was 3.7
seconds with a standard deviation of 1.4 seconds. This is similar to

the time a user takes to enter a PIN on keypads. That is, our system
does not increase the verification time of a PIN-based authentication
system.
5. CONCLUSION AND FUTURE WORK
We have proposed an online finger-drawn PIN authentication that
can be built on top of existing PIN authentication system. In the
proposed approach, a user enters a PIN by drawing it on a touch sensitive display including mobile devices, and tablets. To evaluate the
performance, we collected 240 genuine samples from 40 users and
2400 attack samples to model two shoulder surfing attack scenarios. The proposed system achieves verification performance at 6.7%
EER under PIN code attack, i.e., the scenario where an attack has
knowledge about user’s PIN, and achieves a worse performance at
9.9% EER under Imitation attack, i.e., the scenario where an attack
has knowledge about user’s PIN as well as a dynamic construction
of drawing sequences.
However, there are several limitations in this study which shall
be addressed in future work. First, the current performance can be
improved by developing a problem specific verification algorithm
for finger-drawn PINs that works more effectively. Second, the performance has to be verified on a larger dataset with more users and
samples in order to increase the accuracy of the evaluation result.
In addition, the effect of template aging on verification performance
reduction and template updating strategies to counter this issue has
to be explored.
Another direction of future work is to evaluate usability and the
effectiveness of invisible finger-drawn PIN system which can provide better protection to shoulder surfing attack. Invisible PIN is an
approach where users draw PINs on touch sensitive display without
live visual feedback on the screen. In addition, the proposed approach could also be extended to text password where users draw
their passwords on the display instead of typing them.
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